Accessing the Court’s Network for the first time

Installation & Access Guide for Windows XP PCs

Connecting to the Court’s Network through RDS

Remote users will access the Court’s network from their personal computer through
Remote Desktop Services (RDS), which is accessible through any internet connection.
Some configuration needs to be done the first time RDS is accessed from a personal
computer running Windows XP Operating Systems.

Windows XP Operating System Users:

Note: In order to perform the following steps and use RDS, your Windows XP Operating
System must have Service Pack 3 installed.

Check for Service Pack 3:
1. Right-click the “My Computer” icon on the desktop and choose Properties.
2. Onthe general tab, the Service Pack level will be listed under “System:”
3. Confirm “Service Pack 3” is listed.

System:
Microsoft Windows XP
Professional
Version 2002

— Service Pack 3 €

Note: If the Service Pack is listed as 2 or 1, click Start > Windows Update and
install updates. Repeat the process until Service Pack 3 is installed.

Install RDP 7.0:
1. Openthisinternet link to access the RDP installation through Microsoft.
2. Click the “download” button. Navigate through the process and install RDP 7.0.
3. Click ‘Run” on the “File Download — Security Warning” dialog box.

File Download - Security Warning h

Do you want to run or save this file?

\i—w* Name: WindowsXP-KB969084-x86-enu.exe

| - Type: Application, 1,.92MB
From: download.microsoft.com

[ Bun ][ Save ]L Cancel |
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http://www.microsoft.com/downloads/details.aspx?FamilyId=72158b4e-b527-45e4-af24-d02938a95683&displaylang=en

4. Click “Run” at the “Internet Explorer — Security Warning” dialog box.

Internet Explorer - Security Warning

Do you want to run this software?

",—ﬂ‘ Name: Remote Desktop Connection 7.0
L1  Publisher: Microsoft Corporation

More options [ Run ] | DontRun |

5. Click “Next” at the “Hotfix for Windows XP (KB969084)” installation screen.

Software Update Installation Wizard @
Use this wizard to install the following software update:

Hotfix for Windows XP
(KB969084)

Before you install this update, we recommend that you:

- Back up your system
- Close all open programs

‘You might need to restart your computer after you complete
this update. To continue, click Next

Cancel

6. Click “Finish” when prompted, to end the installation of RDP 7.0.

Enable CredSSP:
The Network Level Authentication (NLA) needs to be enabled in order for RDS to
work properly. To enable NLA, the Credential Security Service Provider (CredSSP)

needs to be turned on. A registry update has been developed to turn on CredSSP
and enable NLA.

Note: The computer will automatically restart during this process. Be sure to save
any unsaved information and close unnecessary applications before beginning this
installation.

1. Click this link to run the registry update.
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http://www.mncourts.gov/Documents/0/Public/Information_Technology/rdscred.vbs

2. Click “Open” at the “File Download — Security Warning” dialog box.

File Download - Security Warning i

Do you want to open or save this file?

Name: rdscred.vbs
Type: VBScript Script File
From: www.mncourts.gov

[ Open ][ Save ]k Cancel |

3. Click “Run” at the “Internet Explorer — Security Warning”

Internet Explorer - Security Warning

The publisher could not be verified. Are you sure you want to run this
software?

Name: rdscred.vbs

Publisher: Unknown Publisher

[ Run ] | DontRun |

4. Click “Yes” at the “Confirm” screen.

Running this scripk might reboot the machine. Please confirm.

5. The registry will be updated and the computer will automatically restart.

Accessing RDS for the 1* Time:
RDS can be accessed once RDP 7.0 has been installed and CredSSP has been enabled.
To access RDS:
1. Open an Internet Explorer session and enter the following into the address bar:
https://rds.courts.state.mn.us/rdweb
2. Aninformation message may appear at the top of the Internet window stating
“the website wants to run the following add-on: ‘Terminal Services ActiveX Client’
from ‘Microsoft Corporation’. If you trust the website and the add-on and want
to allow it to run, click here...”
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https://rds.courts.state.mn.us/rdweb

RO Web Access R0 o0&
’gﬂ'iswebsitewaftskormthefommadd—m:’Temi'\alServicesActiveXCiem'frovn'MaosoftCorporm'.lfywtmsttfewebskea\dd’esdd—mmdmtoalowitorm,dickheve.“

and Desktop C

E*/ Minnesota Judicial Branch Remote Access
»)

ActiveX control notinstalled or not

The Remote Desktop Services ActiveX Client control is not available. Before you can access remote programs and connect to remote desktops
through RD Web Access, you must install and enable this ActiveX control.

3. If this message appears, click once on the informational message and choose
“Run Add-on”.

' from 'Microsoft Corporation'. If you trust the website and the add-on and want llowy it

Rundd-on

Run Add-on on All Websites
What's the Risk?

4. Click “Run” when asked to “run this ActiveX control”.

Internet Explorer - Security Warning [X|

Do you want to run this ActiveX control?

Name: Terminal Services ActiveX Client
Publisher: Microsoft Corporation

[ R | [ Dpontrun |

another program, or when Windows was installed, You should only run it if you

@J This ActiveX control was previously added to your computer when you installed
trust the publisher and the website requesting it. What's the risk?

5. RDS is working properly if you see the “Minnesota Judicial Branch Remote
Access” screen.

6. You must enter your username in the Courts\YourUsername format in the
“Domain\username” field in order to login. Example: Courts\SmithJ.

Domain\user name: ICoufts\SmithJ

Password: loooooooooooooo

e If you still receive an error, continue to page 7.

7. Click this link for information on how to login and access the Court’s resources.
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http://mncourts.gov/Documents/0/Public/Information_Technology/GAL/GAL-AccessingCourtsNetworkWithRDS.pdf

Printing to a local printer with RDS:

Many different models of printers are supported in RDS. A one-time installation must be
done before you can print for the first time however.

Note: RDS provides a “universal printer driver” which is compatible with most printers.
Not all printers will work with RDS however.

Install .NET Framework to print with RDS:

1. Click the following link to begin the .NET Framework installation from the
Microsoft Download Center: http://go.microsoft.com/fwlink/?Link|D=109422

2. Click the “Download” button.

Microsoft .NET Framework

Brief Description

Microsoft .NET Framework 3.5 contains many nev
2.0 service pack 1 and .NET Framework 3.0 servi

On This Page
¥ Quick Details

¥ System Requirements N
¥ Related Resources ¥
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3. Click “Run” at the “File Download — Security Warning” window.

Do you want to run or save this file?

Name: dotNetFx35setup.exe
Type: Application, 2.73MB
From: download.microsoft.com

Y

(EBn) (e

4. Click “Run” at the “Internet Explorer — Security Warning” window to start the
download.
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http://go.microsoft.com/fwlink/?LinkID=109422

X

Internet Explorer - Security Warning

Do you want to run this software?
MName: dobnetfx3Ssetup.exe
Publisher: Microsoft Corporation

Moreg:utions Run ] | pontrun |

‘While files from the Internet can be useful, this file type can patentially harm
wour computer, Only run software from publishers you trust, Wwhat's the risk?

5. Select “I have read and ACCEPT the terms of the License Agreement”.

MICIOSONn
Welcome to Setup

Be sure to carefully read and understand all the rights and restrict
license terms. You must accept the license terms before you can ir

MICROSOFT SOFTWARE SUPPLEI
LICENSE TERMS

Press the Page Down key to see more text,

()1 have read and ACCEPT the terms of the License Agreement:
() 1DO NOT ACCEPT the terms of the License Agreement

Click the Install button.

Click Finish once the installation is complete.

Click Start > Programs > Windows Updates.

Check for and install any critical or security updates.

0 0N

You should now be able to connect to RDS and print from an application (Outlook,
Internet Explorer, etc).
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Troubleshooting RDS:

Unable to see the Login screen:

1. If you still see an error similar to “ActiveX control not installed or not enabled”:

ActiveX control not installed or not

The Remote Desktop Services ActiveX Client control is not available. Before
through RD Web Access, you must install and enable this ActiveX control.

If vour comnuter does not have the correct version of the Remote Deckton Se

2. Click the Tools > Manage Add-ons > Enable or Disable Add-ons.

-~ v (= v :.»Page v|{C} Tools v

{
5

ar Help Delete Browsing History...

Diagnose Connection Problems...

Pop-up Blocker >
ishing Filter »
Manage Add-ons >

Find More Add-ons Work Offline

3. Select each “Microsoft Terminal Services Client Control” add-on and click the
“Enable” button.

Microsoft Corporation

Microsoft Terminal Services Client Control (redist) Microsoft Corporation Disabled 6/10f/2009 9:19 ... 6.0.6001,18266
Microsoft Terminal Services Client Control (redist) Microsoft Corporation Disabled 6/10/2009 9:19 ... 6.0.6001.18266

Close

4. Click the “Close” button once each Terminal Services add-on has been enabled
and return to the RDS homepage. You should now see the username and
password login screen.
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