STATE OF MINNESOTA




SEVENTH JUDICIAL DISTRICT

ADMINISTRATIVE POLICY NO. 4.3

COMPUTER TECHNOLOGIES
It is the policy of the Seventh Judicial District that:

A. Computer Software

1. The Seventh Judicial District respects the Licensing/Copyright agreements for any computer software utilized on computer hardware.  All software programs used by the Seventh Judicial District should be properly licensed.  Only software purchased by the Seventh Judicial District should be used, unless approved by the District prior to installation.  

2. Usage of unlicensed copies of software, with the exception of “shareware”, is strictly prohibited.

3. No outside software shall be installed on Seventh Judicial District computers or any county-owned computer that is connected to District communication devices without authorization from the Seventh Judicial District.  Any county-owned computer, hooked to a District communication device, must have a virus-checking program installed on it.

4. The Seventh Judicial District reserves the right to inspect all computing hardware in conjunction with Court Administrators and/or designees to ensure compliance with this policy.

5. Unless authorized by the Seventh Judicial District, users shall not download software residing on the Internet or bulletin boards.
6. For security reasons, users should not share their passwords.

B. E-Mail and Internet 

1. Each user is given a limited amount of e-mailbox space.  It is the responsibility of the user to routinely delete messages that have been read.

2. Employee access to and use of electronic tools such as e-mail and Internet is intended for business-related purposes.  Limited and reasonable use of these tools for occasional employee personal purpose that does not result in any additional costs from loss of time or diversion of resources from their intended business purpose is permitted.

3. Employees are responsible for the appropriate use of these communication tools.  Internet and e-mail use must be able to withstand public scrutiny without embarrassment to the judicial branch, its customers or its employees if messages are forwarded beyond the intended recipients, accessed or inadvertently disclosed, subpoenaed in a legal action, or otherwise made public.

4. Uses of the Internet and other electronic communication tools that will not be tolerated include, but are not limited to:

· illegal activities;

· wagering, betting, or selling chances;

· harassment;

· commercial activities;

· solicitation, except on agency sanctioned activities;

· promotion of political or private causes, positions or activities, and/or other unethical activities;

· activities that demean the dignity of the court.
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